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sgx_windows_psw_inf 2.13 rc2.zip

4 Components

Components 4 Vulnerabilities 0 Licences 4
B Vurerable B Ccritical 0 Copyleft 0
. No known vulnerabilities . High 0 Permissive 4
B Medium 0 Weak Copyleft 0
[] Low 0 Proprietary 0

[] None 0

B cvss v3 score missing 0

Identified 3rd party components

jsoncpp 0.10.6
openssl| 1.1.1k
protobuf 3.10.0
sglite3 3.35.3

Missing exploit mitigation techniques

jsoncpp 0.10.6

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf _2.13 rc2/PSW_INF/CppMicroServices4.dll
no-control-flow-guard
no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/PSW.cab/CppMicroServices4.dll
no-control-flow-guard
no-enforced-code-integrity
no-return-flow-guard

openssl 1.1.1k
sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf 2.13 rc2/PSW_INF/PSW.cab/dcap/qve.signed.dll

no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf 2.13 rc2/PSW_INF/PSW.cab/dcap/sgx_dcap_quoteverify.dll
no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/dcap/gve.signed.dll
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no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/dcap/sgx_dcap_quoteverify.dll
no-enforced-code-integrity
no-return-flow-guard

protobuf 3.10.0
sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf _2.13 rc2/PSW_INF/PSW.cab/aesm_service.exe

no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/aesm_service.exe
no-enforced-code-integrity
no-return-flow-guard

sqlite3 3.35.3
sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/PSW.cab/bundles/local_pseop_service_bun
dle.dll

no-enforced-code-integrity
no-return-flow-guard

sgx_windows_psw_inf_2.13 rc2.zip/sgx_windows_psw_inf_2.13 rc2/PSW_INF/bundles/local_pseop_service_bundle.dll
no-enforced-code-integrity
no-return-flow-guard

Details
Original filename sgx_windows_psw_inf_2.13 rc2.zip
SHA1 checksum a40a223f76d90ac3b8clccfl5dad9al3a675e6135
Original file size 23.48 MB
Infoleak
Asymmetric keys: 362
AWS keys:

Custom pattern matches:
Emails:

HTTP authentication:

o o o O O

Image metadata:
IP addresses: 13
JSON web tokens:
MAC addresses:
OAuth tokens:

Passwords:

O O O o o

Shell history:
URLs: 720
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